Q. 

2 o 



00 



00 

o 



CD 
1= 
i_ 



2 
o 
a 



in 
a: 
C 





5 


s 

CO 






IF; 




AD 











a. o 

5 S 



3 



& o 
ro 1-1 

Q. O 

68 




< 




Sir 









s 




2 


g 




5 




c 
o 




- 1 — — 

o 

o 
a> 
to 


CN 


c 
o 


ITML 
;s sec 








iTTP 

ss sec 


<D 
O 

o 




communii 




o 
o 

a. 


icil 

on section 


o 


type 

section ] 




P0P3 | 
section 


E-m 
nicati 




a B 
c ^ 
a> <_> 




^ OT 

□_ CO 

I— <x> 


E 
E 
o 
o 




to i> 




CO 2 

CL 



c \ 
o — 



T 

X 



Fig. 5 



IFAX101 (SMTP) ADPT100 (HTTP) 104 



SYN 


o TIN 


CVM A^l/ 


ACK r 






SYN ACK 




ACK 


220 


GET 


HELO 


OCA 


Error (authnitication request) 


MAIL 


GET 


250 


Transmission form 




RCPT 


250 


DATA 


354 


E-mail data / 




PH^T ( Trnnctmi^^ion foriTL 

X VJO I \ 1 1 vJ! ION 1 IOOI VI 1 'vl III/ 




E— mail data ^ 




POST 


250 




QUIT 




221 









Start CGI 



Fig. 6 



( Start ^) 



ST601 
rJ 



Connect server 
by HTTP (SSL) 

[ 



(GET) 



ST602 
rJ 



(ERROR) 



Transmit 
UID password 
TV— 
ST603 



Designate method 
of authentication 



(GET) 



ST605 



Obtain 
transmission form 



ST604 



Transmit 
transmission form 



ST606 



Store the received 
E-mail data in RAM 



ST607 



Transmit addressee 
and E-mail data 





ST608 
rJ 


Receive E- 


-mail data 






ST609 


Start CGI 






ST610 





< Examine 
E-mail address^" 



ST611 



Store in 
corresponding mailbox 



ST612 



Transfer to 
another mail server 



II 
a 
o 



ILi 




F i g. 8 



TO 
Subject 
File Name 



SUBMrr 



Reference . . . | 




I— 



Fig. 10 



TO : [ abc@def.com 

Subject : j Jj^ 

File Name : | D : ¥¥image tif Reference.,.1 
SUBMrrj 



Fig. 11 



IFAX101 (P0P3) ADPT 100 (HTTP) Gr0Up *' 



SYN 


SYN 


SYN ACK 


ACK 


+ OK 


SYN ACK 


ACK 


GET 


USER 


+OK 


Error (authnitication request) 


PASS 


GET 


+OK 


Reception form 


GET "link" 


STAT 


+OK 


RETR 


+0K 




<^ E— mail data 




POST (Transmission form) 




DELE 


+OK 


Reception form after process 




QUIT 


+OK 





Fig. 12 



( Start ) 



ST1201 



Connect server 
by HTTP (SSL) 



ST1 203 
^ 



(GET) 



(ERROR) 



Transmit 
UID password ^ (GET)_ 



ST1202 



Designate method 
of authentication 



ST1 205 



Obtain 
reception form 



ST1204 



Transmit 



rJ ^ reception form 



ST1 206 



<heck if there is\ 
ew E-mail dato x 



No 





Yes ^ 

f ( 


Transmit 
reception data 



ST1 207 



End 



(GET) 



ST1208 



ST1209 



Receive 
reception form 



ST1 21 1 



Transmit 
E-mail data 



Receive HTML 



ST1210 



ST1212 



Extract TIFF 



ST1213 



Transfer to I FAX 



CO 



o 
S 



csi ' SP • • g- 
c o e > 

IQWOO 




a 

t; 

.°s 

« z s 

x uu 

« « 

ill 

sSl - 

o 



•x-^ GO X 



6 



-Hl-I-I- 



b 
m 



2 

E 



II 



is s 



cu 

-i § 

r- u j-j 
r o (D 
I T3 U 



UJ 

O 

o 

X 

o 
o 



LU 

"J 

UJ 
Q 



UJ 

Ed 

CO 



111 
o 



o 

ui 

"3 
CD 
ZD 
CO 



oco 



o 

LU 

a 
o 
x 
o 
o 



8 

a 

CO 



o + 

CM S3 
3". 



3 

E 



* 



CO 

E 



o 



cr 



-o 



Q. 
© 

E 



o 
.a 




O O 3 O 

x<<o 




cL-g ■• +3 

• a. ceo 

i 



_ a. E 
a -=5-== o ui 

•J: g cuj 

L -h » J: 
a> w o *s o 

W O O 3 O 

3X <<Q 



1 

a. 

Q-m 
<□ . . 

4> to 

u 

if 

o o 



c 
o 
If 



u 



£ o 

Q. O 

6 2 







©■V 








2 




"E 






3 


Li. 




5 


LJ_ 


U 

u 






-M 
CO 
i_ 






C 

o 
u 




1 — 1 






Ll_ 






CD 
Ul 





0\, 





O v 










o 




2 



9 




ection 


o 
o . 


a> 


tion r 






nail 
tion s< 






i sec 




POP 

sect 


E-r 
imunica 




Signal 


?tectior 




^ CO 

Q_ w 

H— CD 
00 o 








XJ 




Q. 


o 










t 


; — 


1 




i g. 1 9 



( Start ^) 



ST1901 



Receive E-mail data 
from I FAX 



< 



ST1902 



IC Inserted card? 



Extract E-mail address 
from IC card 



ST1 904 



ST1905 



Set E-mail address 



ST1903 



Regular process 



S/MIME process 



ST1906 



Check if there 
address information 



is\ N 
ion/ 



Execute signature-encryption 
process 



ST1908 



ST1907 



Execute signature 



Store E— mail data 



ST1909 



End 



Fig. 2 0 



( Start ) 



31 



ST2O01 



nstruction of reception) 



Do not execute reception 
process 
7^ 



HE 



C inserted card? 



ST2003 



ST2002 



ST1 201 



Connect server 
by HTTP 



(GET) 



ST1202 



ST1203 



Transmit 
UID password 



{ rnn nD> Designate method 
( LKKUR )_ of authentication 



(GET) 



ST1 205 
N 



End 



7^ — 
ST1 207 



< 



Obtain 
reception form 

i 

Check if there is 
new E-mail data, 

n 



Transmit 
, reception form 
W ' ^ 



ST1206 



7 



Transmit 

reception data 
__ 7 



(GET) 



ST1 208 



ST1204 



ST1209 



ST1211 



I Receive HTML Y ' 



Receive 
reception form 

I 



Extract TIFF p 



ST1212 



Transmit 
E— mail data 

ST1210 



ST2004 



ST2005 



Check if there is 
lenders information, 



ST200&- 



Store sender 
info redation 

t- 

heck if E-mail dat< 
is encrypted 

_U_ 



^Execute decoding [ 
ST2007 \T~ 

J Store TIFF ~| 
ST2008 I 



ST1 21 3 



Transfer IFAX 
reception form 







( End ) 



